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Design and Evaluation of Fluctuating Power Logic
to Mitigate Power Analysis at the Cell Level

Fan Zhang =, Bolin Yang

and Kui Ren

Abstract—In this article, we design a novel cell-level power-
analysis countermeasure, named fluctuating power logic (FPL),
which diffuses the correlation between the real power consump-
tion and the fixed data transitions by employing a cascade
voltage logic. The countermeasure further acts as a cell-level
Vpp randomizer, making it a strong candidate for implementing
algorithmic countermeasure and exploiting its noise generation
capabilities. This proposed scheme is illustrated by a standard
flip-flop (FF). HSPICE-based simulation results show that the
modified FF is resistant against power analysis (PA) at the
cost of doubled power dissipation. Two illustrative case stud-
ies of PRESENT and AES substitutions have been explored.
Furthermore, our proposal can be combined with other cell-level
countermeasures against PA, such as wave dynamic differen-
tial logic. The resistance is evaluated by the correlation PA and
the test vector leakage assessment. The new logic outperforms
other counterparts in consideration of both security and cost,
which renders it as a practical solution for resource-constrained
systems. The proposed cell-level countermeasure can naturally
mitigate other side-channel analysis such as electromagnetic
analysis.
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I. INTRODUCTION

RYPTOGRAPHIC technologies and secure implementa-
C tions of cryptographic algorithms have been developed
and widely used in electronic banking, virtual private
networks, online payment, and so on. The Internet of Things
(IoT) and cyber-physical systems (CPS) are the primary
contributors to the revolution of the way that humans and
intelligent systems interact. With the rapid development, the
security and privacy of sensitive information handled by such
systems are emerging as a serious concern [1], [2]. While
these technologies offer a lot of new possibilities, the increas-
ing complexities of hardware and software also increase the
vulnerability to security attacks.

One severe security vulnerability of embedded devices is
side-channel analysis (SCA) [3], which aims to extract the
secrets using unintentional physical leakages from underly-
ing logic elements. Power analysis (PA) is one of the most
classical attack approaches, which includes simple PA (SPA),
differential PA (DPA) [3], correlation PA (CPA) [4], and more.
These attacks exploit the fact that the power dissipation of the
implemented cryptographic modules inherently correlates to
their switching operations.

The CMOS is the basic building block of modern circuits.
Its dynamic power consumption is caused by charging and dis-
charging the capacitive loads when internal and output nodes
perform transitions, which accounts for a large portion of the
total power in the circuits [5], [6]. Variant data transitions
(0 — 1 and 1 — 0) consume more distinguishable power
than invariant ones (0 — 0 and 1 — 1). Such power activity
is consequently associated with the key-dependent variables
being processed by the algorithm in a noninvasive manner [7].
The dependency can be approximately described by a power
model, such as the Hamming weight (HW) or the Hamming
distance (HD) model.

Since the PA brings severe security threats to modern cir-
cuits, effective SCA countermeasures are in high demand.
The two mainstream SCA countermeasures are hiding and
masking [8]. Both techniques make it difficult to deduce
the key-dependent data from observable power dissipations,
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Fig. 1. Concept of the proposed FPL countermeasure.

specifically, in two distinct fashions as shown in Fig. 1.
Examples of hiding countermeasures are noise generators [9],
clock randomizers [9], and dual-rail precharge (DRP) log-
ics, such as the sense-amplifier-based logic (SABL) [10]
at the transistor level, and the wave dynamic differential
logic (WDDL) [10] or the balanced cell-based dual-rail logic
(BCDL) [11] at the gate level. The first two countermeasures
have limited impacts on the attacking difficulty and can be
eventually exploited. BCDL eliminates the early propagation
effect (EPE) from WDDL by synchronizing pairs of inputs
in a compound N-input gate. However, the logic styles, such
as SABL, WDDL, and BCDL require a very strict comple-
mentary capacitive balance, making them quite difficult to
implement in practice. Further, some researchers have explored
quasi-delay insensitive (QDI) asynchronous circuits coupled
with 1-to-N encoding to achieve side-channel resistance [12].

Masking [13] is an algorithm-level countermeasure which
attempts to de-correlate the dependency between the actual
data and the power model. Even with enough knowledge of
power models, the adversary still cannot extract the secret
because the key-dependent variables are actually masked with
random and unknown values. Masking is one of the most
widely studied countermeasures in the research community
and comes with a formal proof of security [14].

In this article, we deal with the noise generation problem
at the transistor-level. The key motivation of this article is
to pursue a new type of countermeasure which, at the cell
level, can remove the dependency between the actual data
and the physical power dissipation, regardless of whether
the power model is completely known to the adversary or
not. Different from the well-known masking scheme, the
proposed logic provides the protection at the underlying cell
level. Unlike WDDL and other hiding schemes, the power
dissipation will allow adjustable fluctuation independently
with the data transitions, instead of maintaining a constant
value. The proposal is designed to be efficient in terms of
power consumption, circuit area, and manufacturing cost,
which can be used in low-cost and high-security endpoints of
IoT. The logic style is called fluctuating power logic (FPL).
The initial idea was introduced but not elaborated in [15]
and [16]. We extended our preliminary concept [16] by eval-
uating its combination with WDDL. FPL cells can also be
used to implement masked algorithms to further elevate their
security levels.

A. Related Work

It has been established that the major power consumption
of a digital circuit comes from the clock distribution network
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and flip-flops (FFs) (estimated 30%—60%) [17]. FFs are also
the normal target of SCA due to the synchronized power con-
sumption. At the cell level, hiding countermeasures adopt the
form of secure logic styles with constant power consumption,
most of which are typically implemented as DRP circuits [10],
[18]-[20]. The combination of the dual-rail (DR) logic and the
precharge logic makes up the DRP circuits. All logic signals of
DRP circuits are encoded on complementary rails. The logic
values precharge and propagate at two interleaved phases, i.e.,
Precharge and Evaluation phases. During the precharge phase,
the values on the complementary rails are set to the precharge
value. When the circuit is switched to the evaluation phase,
the values on the complementary rails are set to valid logic
values, depending on the input logic values and the function-
alities of the DRP cells. This behavior forms the basis of
a DPA-resistant implementation, whose power consumption
is constant in each clock cycle, regardless of the data being
processed.

DRP logic styles generally lead to increased area overhead
of more than 100% as compared to the standard-cell (SC)-
based circuits. Due to the fact that the power consumption
of a logic cell is proportional to the capacitive loads at the
output, an essential necessity for constant power dissipations
is to balance the capacitive loads at both the complementary
output and the internal nodes of a DRP cell. This requirement
also applies to the connecting routing. However, since this
ideal and perfect balance is difficult to achieve in practice,
DRP logic styles remain vulnerable to side-channel attacks.

Alternative hiding countermeasures like noise generators
have also been widely studied in prior works. Giineysu and
Moradi [9] proposed several generic designs for noise gen-
erators exploiting shift registers, block RAM write conflicts,
clock randomization, etc. However, all these noise generators
act independently to the sensitive circuits. Thus, advanced
filtering and signal processing methods can be deployed to
remove such added noise. In [21], on-chip voltage regulators
were used to de-correlate the power consumption of sensitive
activities from that of the load. Random voltage scaling was
proposed as a side-channel countermeasure [22] to reduce the
correlation between VDD and the power model. A thorough
security evaluation of such VDD randomizer was recently pub-
lished in [23]. Such randomization of voltage can be regarded
as a sound noise generator which can be further exploited
to strengthen mathematical countermeasures like masking. In
summary, the aforementioned approaches mainly aim at FPGA
scenarios, where the modulated supply voltage is isolated from
the protected circuits and the universal power models still suit
for them.

B. Contribution

Our contributions in this article are listed below.

1) A novel cell-level logic, named as FPL, is proposed for
randomly fluctuating the power consumption of fixed
data transitions. Since the conventional power model
cannot reflect the actual dissipation, FPL is therefore
considered to be SCA-resistant.

2) A compensatory unit (CU) is appended to enhance the
logic to be DPA resistant by making the average power

Authorized licensed use limited to: Zhejiang Tmall Technology Co.Ltd.. Downloaded on July 31,2021 at 04:54:05 UTC from IEEE Xplore. Restrictions apply.



ZHANG et al.: DESIGN AND EVALUATION OF FPL TO MITIGATE PA AT CELL LEVEL

[ dn

CVL unite—»

1065

1 qcer| | cn |

—{CVL unit NCP, —{NCP,| —~ - | NCP,|
Traditionjll_CeIIs (C)

(b)

Fig. 2. Schematic of FPL and CVL unit. (a) Schematic of CVL unit. (b) Design of FPL logic with CVL unit.

consumption of variant and invariant data transitions
indistinguishable.

3) The proposed logic is analyzed for side-channel secu-
rity by practical CPA and test vector leakage assessment
(TVLA) on PRESENT/AES-SBox modules imple-
mented with FPL.

4) The FPL-based implementation is compared with the
SC-based and the WDDL-based ones, to further verify
our proposed scheme in terms of security, area, power,
etc.

5) We show that FPL can also be used to improve WDDL-
based implementations to reduce the dependency on
capacitance bias in WDDL.

C. Organization

The remainder of this article is organized as follows. The
FPL scheme and its secure FF implementation are described
in Sections II and III, respectively. The transistor-level experi-
ment results of FPL-FF and corresponding theoretical evalua-
tions are presented in Section IV. In Section V, two illustrative
case studies of PRESENT-SBox and AES-SBox modules are
given. In addition, WDDL-based encryption modules are also
implemented to compare with our proposed logic. Section VI
reports the analysis and optimization for FPL logic, and gives
advices for combining it with other cell-level countermea-
sures. Future works and conclusions are drawn in Sections VII
and VIII, respectively. Additional information is provided in
appendixes.

II. PROPOSED LOGIC

In this section, after thoroughly investigating the opera-
tional principles of cell-level-based hiding countermeasures
and analyzing their merits and demerits, a novel SCA-resistant
cell-level logic is proposed and implemented with limited
physical resources. This scheme is based on a cascade voltage
logic (CVL) and further enhanced with a CU.

A. Basic CVL Unit

Fig. 2(a) shows the schematic of the CVL. The CVL unit
mainly consists of four components: 1) n nMOS; 2) n diodes
(D)); 3) one pMOS; and 4) one “n—input” OR-gate. n denotes
the number of nMOS transistors or diodes. A larger value
of n indicates that more randomness is introduced to the cir-
cuit, which is considered as more secure in our proposal. The
function of CVL unit is to output a hybrid voltage (VDD,,)

to substitute the original source voltage (VDD) with a random
voltage drop (Vyp): VDD, = VDD — V. In this unit, the drain
and gate terminals of every parallel nMOS are directly driven
by randomized control signals VM; (1 < i < n), which are
generated by the pseudo-random number generator (PRNG).
The random number generated by PRNG is only required to be
updated for each encryption, which can provide the expected
mitigation against the first order power and electromagnetic
analysis. There is no need to apply the randomness to every
clock cycle, which will cause too much performance degra-
dation. Furthermore, the bulk and source terminals of every
nMOS are connected, so that the bulk effect can be avoided.
The general manufacturing process is NWELL technology. So
the nMOS of FPL circuits needs to be inside a PWELL, which
causes an additional cost. But compared to security that the
FPL provides, it is a tradeoff between the security and the pro-
cess cost. A diode is inserted between every parallel nMOS
transistor and VDD,, terminal, so that each nMOS transistor
can work in an isolated environment, i.e., the source terminal
of every nMOS is separated from each other. In addition,
considering the voltage drop of nMOS and diode, we have
employed the low voltage threshold nMOS (LVT-NMOS) and
the low voltage threshold diode (LVT-diode) rather than nor-
mal nMOS and diode, so as to make sure that VDD,, can
provide enough driving capability. The input of the OR-gate
consists of all VM;, and its output directly controls the pMOS
transistor.

Each parallel rail in the CVL unit consists of one LVT-
NMOS and one LVT-diode, acting as an active resistance to
produce a voltage drop if both are turned on. When an LVT-
NMOS transistor is turned on, it produces a voltage drop from
the source port to the drain port, whose value equals the thresh-
old voltage Vi, of the LVT-NMOS transistor. Meanwhile, the
LVT-diode on the same rail is also turned on. The sum of
the voltage drop over one LVI-NMOS and one LVT-diode is
denoted as Vipo. The resistance of each parallel rail is mainly
attributed to the LVT-NMOS transistor, which is associated
with its size (the width W and the length L) when working
at the saturation region. The combination of the OR-gate and
the pMOS transistor guarantees that the original cell is still
connected to the source voltage VDD when all LVT-NMOS
are occasionally shut off, i.e., all VM; equal 0. Denote the
equivalent resistance for each parallel rail as R; (1 <i < n)
and that of all rails as R,. Each rail contributes to the overall
current drawn from the source voltage, resulting in variational
power consumption.
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Suppose k denotes the total number of VM; whose value is
1 (k=" VM; 0 <k < n). For the sake of simplicity, all
LVT-NMOS transistors and all LVT-diodes in CVL unit in the
simulation setup are, respectively, of the same sizes, (i.e., all
R; are the same) which equal to R.. Depending on the value
of k, there are three cases.

1) k=0, ie., all VM; = 0. All LVT-NMOS transistors are
shut off and the OR-gate outputs a digital “0,” which
turns on the pMOS transistor. So CVL unit outputs VDD
since the turned-on pMOS transistor produces no voltage
drop, thus Vg4, = 0.

2) k=1, i.e., only one of VM; equals 1. The LVT-NMOS
transistor controlled by VM; = 1 is the only conducting
path while others are shut off, thus Vg, = Vyo.

3) k > 1, ie., more than one LVI-NMOS transistor is
turned on. Under this condition, the CVL unit consists
of k parallel paths. If R; = R, R, = R./k, which forces
Vap to swing between 0 and Vy,0. Note that the upper
bound of the value of k is n, accordingly 1 < k < n.

B. Proposed FPL Scheme

Fig. 2(b) shows the design of the proposed scheme, named
FPL. It consists of three parts: 1) PRNG; 2) CVL unit; and
3) conventional logical cells (C). To be more specific, the n-bit
PRNG generates all VM; for CVL. The components in the orig-
inal circuit C can be split into two parts, i.e., those on and off
the critical paths denoted as CP; and NCP;, respectively. Note
that the delay behavior of the entire circuit highly depends on
the voltage of sequential elements, and note that all compo-
nents in the FPL circuits which are connected to the CVL unit
are powered by the hybrid voltage VDD,, = VDD — V. So in
order to keep the performance of modified FPL circuits behav-
ing as normal, the CVL serves as a functional unit and is only
inserted between the normal source voltage (VDD) and those
components along the noncritical paths, such as NCP,, NCPy,
etc. Due to the fact that VDD,, is corresponding to the value
of k when n is chosen, the power consumption of the whole
circuit is fluctuating with the varying k.

Depending on the values of VM; in the CVL unit, there
are different values of R, and V), resulting in different dis-
crete power consumptions for some fixed data transition in
the whole FPL circuit. More precisely, we define a metric
power step denoted as Ny, which is the number of all pos-
sible dynamic power values for each data transition when n
is fixed. Np; = O(n) if all parallel paths in the CVL unit are
of the same sizes. In this case, VDD,, can get (n + 1) values
between VDD and (VDD — Vy,0). More importantly, N, can
be as high as O(2") only if the values of each R; are properly
tuned to be different for all parallel paths in the CVL unit.

III. IMPLEMENTATION OF SECURE FLIP-FLOP
A. Standard FF

In modern digital VLSI architectures, the clock system is
composed of the clock distribution network and the FFs. Its
power dissipation accounts for about 30% to 60% of the total
power in the whole system. While about 90% of the clock
system power is dissipated by the FFs and the last sections
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of the clock distribution network [17]. Consequently, the FF
design is of great importance for VLSI. A conditional dis-
charge FF (CDFF) is developed based on the conditional
discharge technique, which is applied for both implicit and
explicit pulse-triggered FFs [24]. In this article, we treat CDFF
as a SC-based FF (SC-FF).

B. Modified FF With FPL

In Fig. 3, we show how to apply FPL to a SC-FF [24]. This
illustration is named as FPL-FF, which is similar to the exten-
sion work of DRP-based FFs, such as SABL-FF or WDDL-FF
in [8]. In Fig. 3, the critical paths are marked in brown and
those components off the critical paths are marked in blue.
CP, and CPj are two critical paths for 0 — 1 and 1 — 0
transitions, respectively.

The noncritical paths in SC-FF consist of four main com-
ponents: 1) clock-path (NCP,); 3) pull-up network (NCPy);
3) double feed-back unit (NCP.); and 4) D — DB inverter
(NCP,;), which are marked in Fig. 3. For example, the inverters
in the clock path NCP, are only for the purpose of providing
certain delayed clock signal. In Fig. 3, those MOS transistors
connected to VDD,, are highlighted in the grey shaded area.

The operational principle of the modified secure FF is
explained as follows. According to the previous description,
in the FPL-FF circuit, if all VM; are 0, only the pMOS tran-
sistor is turned on, which connects VDD,,, to VDD directly. In
this case, the CVL unit becomes transparent and FPL-FF con-
sumes about the same level of power as the pure SC-FF. While
in other cases where at least one nMOS is turned on (k > 1),
VDD,, is related to the varying value k, forcing the FPL-FF
to consume various power consumptions. So the power of the
entire circuit corresponding to some fixed data transitions is
fluctuating, which makes the power model of SCA difficult
for the adversary to estimate.

The delay of FF is mainly determined by the delay of its
critical path. In the proposed FPL scheme, the cascade voltage
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with randomness is only applied on the noncritical paths for
variant transitions. As a result, the FPL has little negative effect
on the total delay of FF after the modification.

C. Compensatory Unit

According to the logical functionality of standard FFs and
the preliminary simulated verifications, the power consumption
for variant data transitions (0 — 1 and 1 — 0) is larger than
that for invariant ones (0 — 0 and 1 — 1), which forms
the basic leakage elements that are explored by the generic
SCA, such as DPA and CPA. Similar conditions are to be
found in FPL-FF if the values of (n, k) are chosen once for all,
where k is the number of random variables whose values are
“1.” This is because more charging and discharging activities
happen at internal nodes, causing more power for variant data
transitions. All in all, the vertical power characteristics can be
fluctuated among different power steps by applying the FPL
scheme alone, while the horizontal power properties in a fixed
power step may still be statistically distinguishable by DPA.

In order to alleviate this contradiction, we append a CU to
enhance its DPA-resistance, as highlighted in the red box of
Fig. 3. Accordingly, when the FF makes a0 — 1 or 1 — 0
transition during the clock pulse window (Zcrk,), one of the
pass-transistor gates controlled by D or DB is switched off
while the other one outputs 0. So the short-circuit path is shut
down, i.e., the CU is off. Otherwise, when the inputs of FF
keep unchanged, the CU is turned on, which consumes com-
pensatory dynamic power during CLK),. As mentioned earlier,
the total power of FPL-FF (Pyy,) consists of three portions:
1) the power of original FF (Pgr); 2) the power of CVL unit
(PcyL); and 3) the power of CU (Pcy). So the randomness of
power is derived from the uncertain sum of three parts relying
on VDD,,.

IV. EXPERIMENT RESULTS OF SECURE FPL-FF
A. Power Performance

In order to verify the effectiveness of the designs described
in previous sections, the power performance of secure FPL-FF
has been tested and compared with the original SC-based FF.
The testbench follows that in [25]. The results are obtained
from HSPICE in the SMIC 65-nm CMOS technology at room
temperature, and VDD = 1.2 V. We assume all the nMOS
transistors in the CVL unit are of the same size throughout this
article. In addition, we have also performed the simulation in
the worst case (slow—slow corner) to evaluate the robustness
of the proposed design, which is presented in Appendix A.

Recall that n and k are the number of parallel paths and
turned-on nMOS transistors in the CVL unit. Fig. 4 presents
the transient waveforms of FPL-FF under the condition of
(n, k) = (4, 1) for the clock signals CLK and CLKp, the input
D, the output signals Q, etc. Due to the proper transistor size
adjustment, FPL-FF functions properly when only one path in
CVL is on and VDD, reaches its minimum value about 0.7
V. Furthermore, glitches can be found at internal nodes (e.g.,
0b) which cause the glitch power.

For simplicity, only the cases of n < 4 (n is a power of 2)
are carefully discussed in order to demonstrate the efficiency
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TABLE I
POWER COMPARISONS OF FPL-FF AT VARIOUS CONDITIONS (1W).!

n| k| PyFO0—0) | PRFO—1) | PR —0) | PRFL 1) A,
oo 2.756 4931 3912 2.669 0.237
Lo 2esy 454 (5.72) 3.84 (5.90) 274670 |0 4t 0030
1 557 (9.35) 5.10 (8.36) 5.69 (9.32) 327 8.14)
0 2.74 (5.83) 4.60 (5.64) 3.86 (5.57) 2.74 (5.77)
2 |1 5.59 (8.08) 5.16 (1.51) 572 (8.33) 328 (658) | 0.126 (0.029)
2 | 445694 4.51 (6.90) 5.06 (1.78) 3.18 (645)
0 2.75 (7.33) 4.64 (5.88) 3.86 (6.29) 2.74 (7.45)
1 5.61 (9.55) 5.16 (8.80) 5.69 (9.74) 331 (821)
4] 2| 449 865 459 (8.19) 5.08 (9.01) 318 (8.14) | 0.119 (0.009)
3 391 (8.12) 4.32 (7.80) 4.70 (8.78) 3.05 (8.02)
4| 363807 4.15 (1.61) 445 (8.49) 2.97 (7.69)
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A = ‘} :B'n'()l +§ :Bn’m § BnPyo § Bp Pyl
n = : T N N
k pn,.k k pn.k Lk on,k k pn.k

> BErgtay BEpLFay BEPIFLS " BEPY

and the improved security of the FPL scheme. Each case is
corresponding to different values of k. Table I depicts the sim-
ulation results of the original SC-FF and the secure FPL-FF. In
Table I, each row shows the power consumption for four differ-
ent transitions in the same power step, denoting the different
combinations of (n, k). Especially, n = 0 stands for SC-FF
without any modification. Let Pg’ok, Pg’lk, P’fbk, P'll’lk denote the
power consumption for corresponding transitions for specific
(n, k). The data out-of (in) the parentheses are the results of
FPL-FF without (with) the CU. Each cell in Table I is the
average power for the same type of data transition in ten con-
secutive cycles. B],j is the binomial coefficient for choosing k
from n. The last column A, calculates the statistical power
difference between variant and invariant transitions over all
possible k, shown as the below of Table I.

In Table I, there are several important observations.

1) Dynamic Fluctuation: When n > 1, there are (n + 1)
power steps in total for every single data transition vary-
ing with the random number k (for both without or with
the CU).

2) Vertical Overlap: For specific n in FPL-FF, the ranges
of fluctuating power for different transitions are over-
lapped. For example, Pgbz = 4.49(8.65) uW is larger
than P = 4.32(7.80) ©W but smaller than Pj;' =
5.16(8.80) uW. This is because that the change of Pcy
may be larger or smaller than the change of sum of Ppp
and Pcyr, leading to the variations in the total power.

ISource table from [15].
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3) Horizontal Overlap: Even for the same (n, k), invari-
ant transitions may consume more power than variant
ones. For instance, Pgbl = 5.61(9.55) uW while Pé’ll =
5.16(8.80) uW. This is because that the increment in
Pcy is larger than the decrement in Ppr while Pcyy,
keeps unchanged. As a result, the fact of vertical and
horizontal overlap contributes to further elevating the
SCA resistance of the circuit.

4) Reduced Statistical Difference: With the CU, the sta-
tistical power difference between variant and invariant
transitions is reduced, making DPA difficult. For exam-
ple, compared to the SC-FF, the A, of FPL-FF is
reduced from 0.237 to 0.119 (without CU) and to 0.009
(with CU) when n = 4. Furthermore, A, with CU
is reduced by 4 to 13 times in comparison to that
without CU.

As a consequence, the dependency of fluctuating power of
the whole circuit on different data transitions is totally dif-
fused. If n is increased, there will be more power steps for
the same transition and more complicated overlaps between
different transitions. Furthermore, this scheme can be com-
bined with other existing countermeasures to achieve higher
DPA-resistance. Even when all nMOS transistors are designed
with the same size, there still exist slight differences among
those theoretically equivalent resistances in the real deploy-
ment. Therefore, the fluctuating power characteristic of the
entire circuit makes the traditional PA difficult to reveal the
secret key.

In Table I, FPL-FF with CUs cost much more power con-
sumption than that without CU, which is about twice of the
original design. However, this is an expected result as there
is always large overhead so as to improve the security of
circuits, including power, area, etc. In this article, the empha-
sized power overhead is on its reduced amount when compared
with SABL and WDDL-based logics. Section V uses two case
studies to prove the efficiency of FPL logic.

B. Timing Performance

Except for the power performance of the scheme, the tim-
ing performance of FPL is also a necessary point to discuss.
So the timing performance of FPL is also analyzed under
the simulation environment. The delay parameter used in this
test is the minimum D — Q delay (tp—p), including both
setup time (fsewp) and CLK — Q delay (tcrx—p), so the
delay characteristic can be reflected more appropriately. The
tp—g is obtained by sweeping the low-to-high (D;_pg) and
high-to-low (Dg_1) input data transition times with respect
to the clock edge. Usually, the minimum fp_gp delay dif-
fers for the (D;_pg) and (Dgy_;) transitions, and the worst
minimum fp_¢ delay is chosen. The (fsewp) is measured as
the optimal time to minimize the (fp_g) delay. The hold
time (fholdtime) refers to the minimum time period after the
clock edge to ensure that the input signal is captured by
the corresponding clock edge. Here, the random control sig-
nals in CVL unit is (n, k) = (4,2), i.e., two of four VM;
are equal to 1. The specific simulation results are shown in
Table II.
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TABLE II
DELAY PERFORMANCES OF STANDARD AND FPL-BASED FF

SC-FF FPL-FF

tp_qg(ps) 191.89 227.16
tsctup(Ps) -126.07 | -168.75
tcrrx—o(ps) | 317.96 | 396.02
tholdtime (DS) 286.52 529.55

As seen from the Table II, the delay performances of the
standard and FPL-based FF stay at the same level. This is
because that the FPL scheme is mainly applied to the non-
critical paths, which has a limited side effect on the delay
performances of the circuit. While the hold time of FPL-based
FF is worse than the standard one, due to the reason that the
clock pulse needs more time to sample the input signals.

V. CASE STUDIES—PRESENT/AES ENCRYPTION

The secure FPL-FF is developed as a building block for
cryptographic circuits which should provide the basic cryp-
tographic functionalities. Power-based SCA relies on the
data-dependency between the power dissipation and the under-
lying data transitions. In our FPL, the power fingerprints from
the encryptions vary significantly even if the measured traces
are processing the same plaintext using the same key. This is
due to the randomness from the VM;.

In this section, we take PRESENT [26] and AES [27]
as illustrative examples to evaluate the effectiveness of the
proposed FPL scheme. For the simplicity, we only focus on
the nonlinear table lookups in cryptographic encryptions which
are the common target operation in side-channel analysis.
Specifically, the power dissipation for the table lookup with the
same plaintext and the same secret key will be still fluctuating,
due to the random variables in CVL. The entropy introduced
by the fluctuating factors in power increases the difficulty for
the adversary to infer the power behavior of the target logic.

A. Implementation and Cost

AES is a symmetric cipher standardized in 2001 by
NIST [27] as a formal successor of preceding DES. PRESENT
is an ultralightweight block cipher proposed in 2007 [26],
which can be efficiently implemented in low-cost hardware.
The nonlinear substitution is normally the target of SCA, we
lay our focus on that. The input and output for the SBoxes in
PRESENT and AES are 4 and 8 bits, respectively.

The applied experiment setup is set up with two 4/8-bit
input registers (Data and Key), one 4/8-bit output regis-
ter, one 4/8-bit XOR gate, and the SBox module from the
PRESENT/AES algorithms. The standard supply voltage is
1.2 V. The load capacitances to the output nodes are 3 fF.
The setup is working as a simplified testbed. Key is unknown
thus requiring the PA to explore. Data, i.e., the plaintexts,
are assumed to be known to the adversary. Plaintexts can be
fixed in order to help detecting the power pattern in SPA.
More often, they are randomized during advanced SCA, such
as DPA and CPA.
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TABLE III

SIMULATION RESULTS FOR THE ENCRYPTION CIRCUITS WITH PRESENT/AES SBOX MODULES

Testbench PRESENT encryption circuit AES encryption circuit
SC-based FPL-based WDDL-based SC-based FPL-based WDDL-based
Area[GE] 152 221 (x1.45) 520 (x3.42) 1340 1478 (x1.10) 3111 (x2.32)
Priaz(fI] 2212.2 23359 7097.0 2590.9 3664.6 21249.0
Proinltl] 769.6 11322 6829.0 1301.0 2595.4 20842.0
Peawvglf]] 1299.3 1532.3 (x1.18) | 6958.0 (x5.36) 2249.6 3307.6 (x1.47) | 21083.1 (x9.37)
op 362.2 281.6 80.6 219.0 181.2 79.0
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For the purpose of illustration and for the sake of page
limitation, only the case of n = 4 is applied and verified in
the same test bench for both algorithms.

Two simplified circuits of testbeds have been implemented,
in order to evaluate the performance and the cost of different
logics in practical encryptions. After compiling and synthesis
by design compiler (DC), the core modules of the standard cell
for PRESENT/AES-SBox are formed by 37 and 464 gates,
respectively. In traditional designs, all simulated gates were
supposed to be fed with stable static inputs at the beginning of
the evaluation period. In this simulation setup, all power traces
are acquired from ideal digital circuits by detailed transistor-
level simulation through HSPICE. Note that in a real-world
implementation, the inherent and the interconnecting noise in
the chip inevitably impact the electrical behavior of the cir-
cuits. Accordingly, normally distributed noise is intentionally
added to each power trace to approximate the reality. The noise
is described by a mean value p with an expectation about 2%
of the highest power of the circuit along the time-domain and
with the default variance o2

To demonstrate the feasibility and effectiveness of our
proposed scheme, the two circuits for PRESENT/AES are
implemented with SC-based and FPL-based logics for com-
parisons. In order to compare with the existing cell-level-based
countermeasures, the PRESENT/AES-SBox modules are also
implemented with WDDL [10] logic. The implementation
aspects of WDDL are discussed in Appendix B.

In Table III, the results for the two circuits including area,
performance, and power dissipation overhead are summarized.
To be specific, the gate equivalents (GEs) of SC-, FPL- and
WDDL-based testbench implementations are summarized in
the first row of Table III. Here, one GE represents the area
of one NAND gate. In Table III, the area costs of the FPL-
based implementations are very close (1.1 times for AES)
or comparable (1.45 times for PRESENT) to those SC-based
ones. The cost of PRNG is not considered, which will only
add a slight overhead to FPL if included. In comparisons, the
WDDL-based implementations actually increase a lot of area
cost (3.42 times for AES and 2.32 times for PRESENT). The
advantage of FPL over WDDL in terms of area cost comes
from the fact that the proposed FPL only modifies the FFs
instead of building an entire complementary rail.

The power generation in Table III is described as follows.
For SC-based or FPL-based module, it requires two clock
cycles to complete the encryption. At the beginning of the
first cycle, the testbench evaluates the inputs of plaintext and
key, while at the beginning of the second cycle, the testbench
outputs the ciphertext. Note that the SBox lookup is completed

during the second clock cycle. For every SC-based or FPL-
based power trace, we collect 300 measurements points per
input in total. While for the WDDL-based module, due to the
alternation of precharge and evaluation operations, the whole
encryption takes 4 clock cycles, i.e., 600 points for each power
trace. N traces are collected where N = 30 for PRESENT and
N = 256 for AES. The maximum power consumption (Ppmax)
and the minimum power consumption (Pp;,) denote the maxi-
mum and minimum value of the points in the average of those
N traces. Payg and op are the mean and standard deviation,
respectively.

Specifically, average energy overheads, i.e., Payg, of FPL-
based PRESENT-SBox and AES-SBox modules are only
increased by 18% and 47%, respectively, when compared with
SC-based implementations, which noticeably outperform the
WDDL-based circuit. In fact, WDDL-based PRESENT con-
sumes 5.35 times of the power that SC-based implementation
requires, while WDDL-based AES further increases this to
9.37 times.

B. Security Evaluation Methods

After acquiring the power traces for different input data,
we then launch the PA to validate the enhanced security of
the proposed logic.

Numerous evaluation tools have been proposed in prior lit-
eratures for evaluating the side-channel vulnerabilities, such as
CPA [4], mutual information analysis (MIA) [28], TVLA [29],
etc.

CPA proposed as an improvement to DPA, is the most
common method to estimate the linear relationship between
power models and real power traces [4]. As the most effective
and fastest evaluation methodology among those approaches,
TVLA has been standardized as a metric to assess the poten-
tial side-channel leakage. A main feature for TVLA is that
the analysis does not require the leakage model. Since it just
relies on the measured traces, TVLA is more generic. As a
result, we choose CPA and TVLA as basic evaluation tools in
this article due to their convenience and universality.

1) Correlation Power Analysis: CPA was proposed by
Brier et al. [4]. The hypothetical power consumption in CPA,
denoted as H, was set to the HW model, which is the
number of bits set to 1 in an SBox output. Based on the lin-
ear relationship between the measured consumption W and
the hypothetical power consumption H, CPA computes their
correlation as below

_ cov(W, H)

OWOH

pwH (1)
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CPA results of standard and FPL-based PRESENT/AES-SBox modules. (a) Correlation versus number of traces. (b) Correlation versus number of

traces. (c) Correlation versus length of a trace. (d) Correlation versus length of a trace. (e) Correlation versus number of traces. (f) Correlation versus number
of traces. (g) Correlation versus length of a trace. (h) Correlation versus length of a trace.

where ow and oy are the standard variances for W and H,
respectively. Then in realistic cases with a set of power traces
W; and hypothetical intermediate power values H; (1 < i < N),
the correlation can be computed as the Pearson correlation
coefficient p for jth key hypothesis with N power traces

N Y Wiy — Y0 Wi 31 Hi
2 2
JNSiwe - (S w) Vsl - (2 )
2)

In (2), the index of the highest values of the matrix
pwr reveals the possible position(s) at which the chosen
intermediate result has been processed and the key is used by
the circuit [8]. From the statistic point of view, CPA reveals
the strongest hypothesis (of secret key) at the place where the
real-time power dissipation and the data being processed have
the highest correlation.

2) Test Vector Leakage Assessment: Unlike CPA, TVLA
does not aim for key recovery. It performs leakage detection,
i.e., detects any data-dependent leakage in measured traces
through hypothesis testing. In principle, two sets of traces are
required for TVLA computation: the first trace group corre-
sponds to a fixed key and chosen fixed plaintexts, serving as
the reference; The second trace group corresponds to random
plaintexts and the same key. The tests on these two groups are
known as fixed versus random (FVR) test. A null hypothesis
is assumed to test if both groups are identical. A rejected null
hypothesis confirms the presence of data-dependent leakage.

In TVLA, the two sets of power traces are specified as
the group A and B. Denote (X4, S4) and (Xp, Sp)—the mean
and the standard deviation of the traces in A and B, respec-

tively. Let N4 and Np be the cardinality of A and B. Then the
t-statistic 7' (over the same time) is computed by (3). If the

=

w? —

1

t-statistic stays within the range £4.5, the null hypothesis is
accepted with a confidence level of 99.999% [30]

Xa — Xp
VS%/Na + S3/Ng

C. Experimental Results

CPA: In the first step, We evaluate the security of SC-
based (SC) implementation of PRESENT/AES-SBox modules
against CPA analysis. We have collected 30/120 power traces
of the encryption circuit corresponding to independent and uni-
formly distributed plaintexts. The goal of our CPA is to explore
the first nibble/byte of the secret key that is used in encryp-
tions. The attack results are provided in Fig. 5, where the
red curve stands for the correct key hypothesis. The minimum
number of traces to disclose the key nibble/byte is denoted
Nuyrtp- The correlations of the various key hypotheses corre-
sponding to the number of power traces (Niace) are shown
in Fig. 5(a) and (b) for PRESENT and AES, respectively.
When Nigace > Nyrp, the coefficient curve for the correct
hypothesis will be always above those for the wrong hypothe-
ses. Nyrp =~ 12 for PRESENT as shown in Fig. 5(a) and
Nyrp =~ 22 for AES in Fig. 5(b). The correlations of the var-
ious key hypotheses corresponding to the length of the trace
(Npoints) are shown in Fig. 5(c) and (d). As for the correct
hypotheses, the maximum coefficient is observed as an obvious
peak at the rising edge of the second clock cycle.

In a similar way, we have performed a CPA analysis on the
FPL-based PRESENT/AES-SBox modules with 32/256 power
traces. Here, we employ the same keys as the experiment of SC
implementations. For a better comparison, the attack results
are also demonstrated in Fig. 5. In Fig. 5(e), the curve for the
correct hypothesis is buried among all other curves and can not

T =

3
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be distinguished. In Fig. 5(g), there is no peak observed, there-
fore, CPA on FPL-based PRESENT is considered as fail. In
Fig. 5(f), Nyrp =~ 250 for FPL-based AES, which is about 10
times of that for SC-based AES. The FPL logic greatly boosts
the security of the AES-SBox module. Unlike real measure-
ment, the results from the precise simulation will not change
with more measurements.

Furthermore, by observing Fig. 5(c) and (d) and (g) and (h),
we find that a significant wide-range of correlation values are
fluctuating around the 60th and 240th point in each power
trace. This is mainly due to the driving supply current of
FFs flowing at the rising edge of clock, which is normally
the timing points where critical information may leak. Note
that the FPL-based cells are built in a simple way upon
the SC-based cells. Through the results in Fig. 5, we find
that the expected security escalation from the proposed FPL
enhancement has been achieved in comparison with SC-based
implementations. For the sake of completeness, the evalua-
tions of FPL-based implementation without the CU are also
conducted for comparisons, which are listed in Appendix C
for reference.

To evaluate the security of the WDDL implementation, CPA
attacks are also conducted. As aforementioned, under the con-
dition that the capacitive loads at both complementary rails
are balanced, the WDDL-based logic can prevent the nonlin-
ear parts of encryption algorithms from the first-order CPA
attack. The CPA results in Appendix B also verify this point.
To this extent, both WDDL and our proposed FPL can be used
to mitigate or prevent the PA attacks. However, there are two
shortcomings for WDDL-based implementation. One is that
the implementation cost of area and the performance cost are
very high as shown in Table III. The other is that the pre-
requisite of capacitive load balance is difficult to satisfy in
practice.

As with the evaluation of most countermeasures, the protec-
tion can be attributed to either the reduction of leakage or the
wrong assumption on leakage models. The former is a good
countermeasure but the latter is a bad evaluation methodol-
ogy. To confirm it, we next perform TVLA evaluation which
are leakage model agnostic. Passing a TVLA test confirms the
reduction in leakages.

TVLA: In the experiment, we further use the TVLA method
to conduct further security evaluation. In Fig. 6, the leakages
of SC-, FPL-, and WDDL-based implementations are marked
in blue, red, and pink, respectively. A total of 129 power traces
have been collected for plotting the TVLA leakage. The target
circuit is AES with different implementation formats. As dis-
cussed before, we follow the regular threshold line selection
(+4.5, —4.5) as the secure region. The experimental results
are plotted in Fig. 6. As seen in this figure, the FPL-based
implementation is the only one whose leakage values along
the whole trace are within the threshold (£4.5) throughout the
time window. It should be stressed that TVLA is a universal
measurement method, which does not rely on specific leak-
age models. Hence, the leaked information for different circuit
may represent totally different implementation vulnerabilities.
In this joint TVLA plot, the leakage styles vary significantly,
particular for the leak regions. This is due to the variant circuit
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Fig. 6. TVLA tests for AES encryption circuit with various implementations.

structures. From Fig. 6, it is seen that the testbench with FPL-
based implementation is the only candidate logic that passes
the TVLA leakage test in this experiment. The beginning parts
of all traces of r-statistic values are flat due to the prepara-
tion of the rising edge of the clock or precharge phase. Note
that the TVLA test is also applied to WDDL-based imple-
mentation with unbalanced capacitive loads and fails the test,
which is marked in grey in Fig. 6. The details of unbalanced
WDDL-based implementation will be given in Section VI.

For a summary, given a number of traces, FPL shows the
least leakage from the TVLA evaluations.

D. Further Discussions

According to the observations and analysis achieved from
previous sections, several important conclusions can be drawn.
1) The encryption modules (both PRESENT and AES) with
simple SC-based logics are vulnerable to the generic
first-order CPA attacks.

2) PRESENT can be effectively protected against CPA by
both the traditional WDDL logic and our proposed FPL
logic. Yet the overheads (area and power) of our FPL
logic are similar to the SC logic, because only FFs
are modified. Comparatively, the overheads of WDDL-
based implementation are greatly increased at the cost
of 2+ times of area, 67 times of evaluation time, and
3—4 times of power consumption [18]. In WDDL [10],
the average power consumption is increased about 5.36
times to that of SC-based implementation.

3) For AES, WDDL-based logic can counteract the first-
order CPA. Based on the aforementioned simplified
realization of the FPL-based module (adopting the same
sizes of nMOS transistors in the CVL unit), our proposed
FPL logic provides high-level protection as well, which
is comparable to the WDDL-based logic and better than
SC logic. It should be noted that the overheads of
WDDL logic are significantly larger than FPL logic and
SC logic. More concretely, the WDDL-based module for
AES needs about 9.37 times of power against the SC-
based module, which is more serious compared with the
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FPL-based module (about 1.47 times). The extra speci-
fied overheads induced by WDDL logic are introduced
in details in the Appendix B.

4) The TVLA results for the testbench show that the
proposed FPL logic has less side-channel leakages than
SC- and WDDL-based logical modules, which is the
only circuit that satisfies the empirical secure threshold
(£4.5).

In our proposal, the simulation results are based on a simpli-
fied realization of FPL-based module, which only used a 4-bit
PRNG controlling 4 rails of nMOS paths in the CVL unit.
The nMOS transistors in CVL and CU are of the same size
in the current deployment. It is emphasized that in real sce-
narios those critical parameters can be sophisticatedly tuned
by slightly diversifying the sizes of all transistors in both
CVL and CU. This adjustment can result in the actual dif-
ference among those trails and generate more different power
steps, which will make the adversary’s PA much more diffi-
cult. Since FPL is designed at the cell level, theoretically it
should also naturally protect the circuit against the first-order
electromagnetic analysis.

In order to further improve its SCA-resistance, the proposed
FPL can apply more bits of PRNG controlling more rails of
nMOS paths in the CVL unit.

VI. IMPROVING WDDL WITH THE COMBINATION OF FPL

Apart from the SC-based logic, our proposed logic can also
be combined with other classical cell-level countermeasure
logics, such as SABL and WDDL. Note that the WDDL-based
modules should satisfy the necessity for balanced capaci-
tive loads at both internal nodes and complementary output
nodes. The combination with FPL can relax the WDDL-based
solution from that limitation, which will further improve the
SCA-resistance of the circuit. We compare the resistance of
the WDDL-based and FPL-WDDL-based AES-SBox modules
against CPA.

The fundamental cells applied for FPL-WDDL-based mod-
ule are shown in Fig. 7, including traditional WDDL-based
AND-gates and OR-gates, the precharge wave generation
scheme, and the modified FPL-FFs. Note that according to
the nature of FPL design, only FFs are updated (marked
in red at the right part of Fig. 7) and small compensation
units are appended. The specific process of the FPL-WDDL-
based module construction and the corresponding security
evaluation are described as follows. First, we change the
capacitive loads at the complementary output nodes, i.e., one
rail increases those by 10% while the other rail decreases by
10%. Second, we keep the other conditions unchanged and res-
imulate the testbench. Third, we combine the FPL scheme with
the conventional WDDL by replacing the single-rail standard-
cells-based FF (SR-FF) with FPL-FF. Finally, we redo the
simulation and compare the results.

Fig. 8 presents the specific CPA attack results of WDDL-
based and FPL-WDDL-based AES-SBox modules. Under the
same condition of unbalanced complementary output capaci-
tive loads, CPA reveals the right key using about 180 power
traces. That is, Nyrp ~ 180, as shown in Fig. 8(a). Note that
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traces. (c) Correlation versus length of a trace. (d) Correlation versus length
of a trace.

the peaks of correlation coefficients corresponding to the cor-
rect key hypothesis can be found in multiple locations along
the trace in Fig. 8(c). To this extent, the unbalanced WDDL-
based module is vulnerable to the first-order CPA analysis.
Meanwhile, the TVLA test in Fig. 6 also shows that the unbal-
anced WDDL has quite a lot of leakages because most of the
curve marked in grey is located outside of the £4.5 threshold.
The combination with the FPL scheme greatly improves
the SCA-resistance of the FPL-WDDL-based module, which
is broadly in line with the expected security escalation, and
can be reflected in two facts:

1) In Fig. 8(b), the correct key guess can not be deduced
with 256 traces. In fact, when the number of traces is
increased to thousands or more, the red curve for the cor-
rect guess is indistinguishable from the wrong guesses,
which makes CPA fail in this experiment.

2) Different from Fig. 8(c), the value of the maximal corre-
lation coefficient for FPL-WDDL AES-SBox module in
Fig. 8(d), is very close to other neighboring coefficients.
This makes it more difficult for the adversary in finding
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the corresponding rank of the correct key nibble/byte
through key enumerations. To some extent, this com-
bination prevents traditional PA with a higher success
rate.

VII. FUTURE WORK

In this article, the FPL scheme is realized at the cell level
and is applied to the noncritical paths in a single cell. The
presimulation in Section V and VI has verified that the security
is improved with limited transistors overheads. In the future,
the resistance of FPL against electro-magnetic (EM) attacks
will be analyzed. The result of the area overhead and delay
of FPL will be further verified in the post-simulation test, for
ensuring that the cost of the FPL scheme is affordable for
normal place & route step in the back-end design stage of the
IC manufacturing. The exploitation of security impacts from
the randomness in PRNG, the performance testing of the AES
circuits as a whole including both power and delay, and the
advanced evaluation via higher-order SCA constitutes another
part of the future work.

VIII. CONCLUSION

In this article, we proposed a power-diffusing logic named
FPL, which randomizes the correlation between the real power
consumption and the fixed data transitions. Our proposed FPL
employs the CVL driven by a PRNG, in order to twist the
basis of the generic side-channel attacks, such as DPA and
CPA. To verify the proposal in real attack scenarios, we have
implemented PRESENT/AES-SBox modules as a preliminary
step with the SC-based, FPL-based, and WDDL-based log-
ics, respectively. The detailed cell-level experimental results
show that the FPL scheme provides elevated security level
for hardware-implemented crypto cores against generic power-
based SCA. Furthermore, the simple nature of FPL-FF allows
it to be merged with other cell-level logic style to achieve
higher security. This fact has been proved by the combination
of FPL with WDDL, which can relax the WDDL from the
constrained requirement of the balanced capacitive loads with
a very limited overhead. The TVLA results for the testbench
show that the proposed FPL logic has much fewer leakages
than SC and WDDL logical modules. So our proposed FPL
logic suits for not only SC-based modules but also for the
existing protected modules with cell-level countermeasures.

APPENDIX A
SIMULATION RESULTS OF FPL-FF UNDER SS CORNER

In order to test the influence of process variations on the
FPL-FF, we have simulated the FPL-FF at Slow-Slow (SS)
corner, where the supply voltage is 1.1V and the temperature
is 125°C. The corresponding waveform is shown in Fig. 9. It
shows that the testbench functions properly under the worst
condition, proving the robustness of the proposed design. And
for simplicity, we just collected the power performance results
by transient simulation for n = 4, as shown in Table IV.

In Fig. 9, under different combinations of (n, k), the output
voltage of CVL unit (VDD,,) takes different values, which
provides the power fluctuation for the whole circuit. And
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Fig. 9. Transient waveforms of FPL-FF at SS corner.

TABLE IV
POWER COMPARISONS OF FPL-FF AT SS CORNER (uW)

T B T A T | | a
(0 — 0) 0—1) (1 —0) (1—1) "
0 2.28 4.53 3.51 2.18 0.286
0 2.25 (4.65) 4.35 (4.99) 3.45 (4.56) 2.14 (4.94)
1 3.58 (6.17) 3.94 (5.91) 3.89 (6.23) 2.28 (5.99)
4 2 2.90 (5.61) 3.69 (5.53) 3.60 (5.77) 2.23 (5.58) 0.176 (0.008)
3 2.63 (5.44) 3.55 (5.36) 3.45 (5.41) 2.19 (5.49)
4 | 246 (536) | 344 (5.25) | 3.33(533) | 2.13 (5.40)
AL | Z Bk Pé’f"}Z B’T”;Pln(’}’k’—z BQP&ALZ BﬁPI”l’k\
) SETES DI TAE SE TS ST

observing the power metrics in the table, we can find that
the power consumption of 0 — 0 data transition is larger than
that of 1 — 1 data transition when CU is neglected, which
is due to the fact that the leakage power caused by leakage
current flowing through the switched-off transistors is signif-
icantly increased in deep submicrometer CMOS technology.
Furthermore, it should be noted that the total power of the
module heavily depends on the width of clock-pulse, so the
pulse period should be as narrow as possible on the premise
that the whole testbench functions properly.

APPENDIX B
PROCESS TO IMPLEMENT THE WDDL-BASED
ENCRYPTION MODULES WITH SOME MODIFICATIONS

The specific process to implement the WDDL-based cells in
PRESENT/AES-SBox is shown in Fig. 10, where a stands for
one input signal and &’ stands for the complementary (inverted)
signal. For an arbitrary SC module (gate), decompose it into
AND-OR-Inverter (AOI-) based module; then duplicate the
AOI-based module, keep the first one unchanged while sub-
stitute the AND gate with OR gate, and substitute the OR gate
with AND gate in the other module. Finally, remove the inver-
sion in both modules by exchanging the complementary output
nodes. It should be noted that the inversion should be avoided
since it halts the precharge wave (normally all ’0’s) through
the combinatorial logic chain and hence leads to unbalanced
power between the complementary rails.

Specifically, the entire testbench for WDDL-based logic is
shown as in Fig. 11. However, based on the simulation results,
we can find that the alternation between the precharge phase

Authorized licensed use limited to: Zhejiang Tmall Technology Co.Ltd.. Downloaded on July 31,2021 at 04:54:05 UTC from IEEE Xplore. Restrictions apply.



1074

WDDL-based
PRESENT/AES
SBOX

WDDLFF gate WDDLFF gate

Fig. 11. Whole testbench for WDDL-based logic.

and the evaluation phase in the WDDL-FF was broken. Note
that we have applied a state-of-the-art pulsed-trigged FF which
propagates the input to the output during the transparent win-
dow just at the positive edge of the clock signal, and the four
SR-FF are directly connected to the clock signal simultane-
ously. According to the digital circuit theory, the alternation
between the precharge phase and the evaluation phase in the
WDDL-FF should function properly. However, after simulated
observation and theoretical analysis, we discovered that the
nodes Q (highlighted in both complementary rails, denoted as
TQ and FQ) were either consistently keeping pace with the
internal nodes X (highlighted in both complementary rails,
denoted as 7X and FX) or always keeping O following the
precharge signal. The specific reason is that during the eval-
uation phase of WDDL-FF, the node D (denoted as TD and
FD) in the output buffer directly impacted the node X in the
output of the first SR-FF, which should propagate to node Q
independently during the same period. As a result, the alter-
nation between the precharge phase and the evaluation phase
was broken, leading to race problems or hazards.

Without loss of generality, we have simulated an exemplary
data flow: 1 — 0 — 0 — 1 — 1, in order to further elaborate
the problem. First, we modified the width of the clock pulse
(CLKp) and kept the other parts of the original WDDL-FF
unchanged. The simulated results are given in Fig. 12. As
seen from the above figures, there are two cases: one scenario
is that if the CLKp is too narrow, only internal nodes 7X
and FX responds to the input data, yet the output nodes 7Q
and FQ just follow the precharged signal and always keep
0; the other scenario is that if the CLKp is wide enough, all
the internal nodes and output nodes follow the input data and
the alternation between the precharge phase and the evaluation
phase is corrupted. Consequently, the original WDDL-FF is
correct in digital theory, yet hard to be realized in reality.

Second, we made a small correction by delaying the input
clock for the SR-FFs in the first column of WDDL-FF with
two specially sized cascaded inverters, as highlighted in red

IEEE TRANSACTIONS ON COMPUTER-AIDED DESIGN OF INTEGRATED CIRCUITS AND SYSTEMS, VOL. 40, NO. 6, JUNE 2021

01 1|

Fig. 12. Transient waveforms of a portion of signals in the WDDL-FF under
different conditions. (a) With short CLK},. (b) With long CLK),.
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@ €4« 8-
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WDDL-FF gate

Fig. 13. Correction for the WDDL-FF module.

dashed circuit in Fig. 13. This modification can be treated
as a supplemental method for theory in real scenarios. The
simulated results are shown in Fig. 14, where P denotes the
precharge signal. The key point here is that the precharge
signal (0) is inserted between the two valid signals, which
ensures that both the HW and HD models are balanced. As a
result, considering these four nodes together (7X, FX, TX, FX
in complementary rails), at every rising clock edge there are
constantly two and only two flips: one 0 — 1 flip and one
1 — 0 flip, leading to constant total power consumption. In
addition, the duration of the onset ramp at the clock and input
data nodes, i.e., the transit time from the initial value to the
pulse plateau value should not be too long, or the sequential
race competition problems may happen at the output nodes.
The CPA attack results are shown in Fig. 15 under the same
input vectors (keys and plaintexts). Seen from the simulation
results, the WDDL-based logic can protect the nonlinear parts
of encryption algorithms from the first-order CPA attack. After
observing Fig. 15(c) and (d), due to the employed input/output
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Fig. 14. Transient waveforms of part of signals in the modified WDDL-FF.
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Fig. 15.  CPA results of WDDL-based PRESENT/AES-SBox modules.
(a) Correlation versus number of traces. (b) Correlation versus number of
traces. (c) Correlation versus length of a trace. (d) Correlation versus length
of a trace.

WDDL-based FF-buffers, the correlation based on the various
key hypotheses in a single power trace is greatly increased
around every rising edge of input clock signal, which com-
plies with the principle of WDDL logic. As a caveat, due to
the propagation of precharge signal(‘0’) in the WDDL cir-
cuit, the correlation coefficients in Fig. 15(c) and (d) remain
0 until the second rising edge of the input clock (about 160th
point along a single power trace). However, one thing should
be emphasized that the evaluation time for the WDDL-based
testbench accounts about 6-7 times of the FPL/SC-based test-
bench because of the alternation of precharge signals and real
signals when propagating.

APPENDIX C
FPL-BASED MODULES WITHOUT COMPENSATORY UNIT

In addition, we have also performed a CPA analysis on the
FPL implementations of PRESENT/AES-SBox modules with-
out CU by 32/256 power traces. Here we employ the same
keys as the experiment of SC implementations. The attack
results are demonstrated in Fig. 16. The correlations of the
various key hypotheses corresponding to the number of power

1075

FPL PRESENT-SBox Without CU FPL AES-SBox Without CU

Correlation
Correlation

Correlation
Correlation

e 50 100 150 200 250 300 ) 50 100 150 200 250 300
N_points N_points

© (d)

Fig. 16. CPA of FPL-based PRESENT/AES-SBox modules without CU.
(a) Correlation versus No. of traces. (b) Correlation versus No. of traces.
(c) Correlation versus length of a trace. (d) Correlation versus length of a
trace.

traces (Nyace) are, respectively, plotted in Fig. 16(a) and (b),
which shows that the FPL logic without CU can still protect
PRESENT-SBox module to some extent, while the security
of AES-SBox module is weakened compared with the imple-
mentations with CU. Especially, it requires about 190 traces
to reveal the secret keys of the AES-SBox module.
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